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	PWAD 358 Cyber Security: Advanced and Persistent Threats to National Security
Spring 20XX
SYLLABUS




1. General Information:

Professor: 



Dr. David H. Gray 

Course Number and Name:  
PWAD 358 Cyber Security: Advanced and Persistent Threats to National Security
Day / Time Class Meets:  

TBA 


Class Bldg, Room:  


TBA  

E-Mail Address:


dhgray@unc.edu

Office Location:


TBA

Office Hours:



TBA

Office Telephone: 


TBA 
Cell Phone:  



(919) 902-1060

Teaching Assistants:


TBA


2. Course Description: 

The recent Office of the Director of National Intelligence Annual Threat Assessment names Cyber Threats as the top threat to U.S. National Security. This course examines Cyber Security: Advanced and Persistent Threats to National Security. Specifically, this course investigates the concept, framework and applications of Cyber Security, as well as, analyzes the relevant contextual background and current Cyber Security issues. Additionally, this course emphasizes the role of Cyber Security in National and International Security. This course is not a computer science nor information technology course for computer science or information technology students; however, the course is intended to address cyber security from the perspective of the relevance of cyber security within National and International Security policy formulation and implementation. Students will be exposed to a variety of concepts and principles of this pressing National and International Security issue. This is an interactive and engaging course, which includes class activities, such as, case studies, scenarios, exercises, role playing, as well as, operational, policy, and crisis simulations. In sum, this applied and pragmatic course presents a detailed investigation of advanced and persistent cyber threats to National Security.   
3. Course Objectives: 

Upon completion of this course, students will be able to:  

1.  Comprehend the scope and complexity of Cyber Security.  

2.  Describe the framework of Cyber Security within the context of international dynamics. 

3.  Apply the principles of Cyber Security. 

4.  Evaluate, with a theoretical and practical approach, the historical and current issues of Cyber Security.  

5.  Demonstrate academic and scholarly thinking, research, articulation, and communication skills.     

6.  Analyze problems and challenges with Cyber Security in an effort to improve capacity in developing effective resolution strategies and solutions.

7.  Argue the role of ethics, morality and human rights in Cyber Security.

8.  Critique various issues of Cyber Security.

4. Required Textbooks:

Peter W. Singer and Allan Friedman, Cybersecurity and Cyberwar, Oxford University Press, 2014, ISBN: 978-0199918119. 

5. Current Events:
A critical component of this course and for anyone considering the professional field of National and International Security is staying current with and being informed about contemporary national and international security affairs. To that end, students are expected to study news information from such sources as New York Times, Washington Post, Economist, Christian Science Monitor, National Public Radio, STRATFOR, Jane’s Intelligence Review, Security Management, Homeland Security Today, Homeland Security News Wire, British Broadcasting Corporation, Foreign Affairs, US news networks, and other substantive academic, scholarly, professional, and media sources.  

6. Grading Criteria:

Requirement





Points
Participation
 




10
Exercises





10
Article Assessment 




10

Global View Assessment 



10
Strategic Intelligence Analysis 



10 

Issue Topic





25
Final Examination 




25


       



            100

7. Grading Scale:

A  =  90 - 100

B  =  80 - 89

C  =  70 - 79

D  =  60 - 69

F  =   59 or less

Note: Student grades are based on a curve: Grades are determined by the distribution of scores among the students in a class based upon the quality of the student’s work.   

8. Learning Strategies:   

The instructional methods of this course will consist of the following instructional methods: lecture, discussions, case studies, group exercises, scenarios, exercises, role playing, as well as, operational, policy, and crisis simulations writing and briefing exercises, and analytical and problem-solving situations.

9. Class Participation:  

The course is conducted with emphasis on lectures, class discussion of readings, scholarly research, presentations and examinations. Students are responsible for thoroughly reading assigned material prior to class.  Students are expected to contribute to the class by being ready to synthesize, extrapolate, and articulate the reading assignments and to answer specific questions on the readings. Emphasis is placed on the quality as well as the quantity of the student contribution. Twenty percent of the final grade is based on “class participation” and “class exercises”. Examples of this student participation and exercises include facilitating the case studies and exercises during the course. Additionally, for Class Exercises, students, in order to receive credit, are required to turn in the completed matrix form to the professor at the beginning of class. Students should keep a copy of the matrix for the class discussion and exercise. 
10. Reading Assignment Guidelines:  

Each of the reading assignments should be properly analyzed so each student is able to participate in the classroom discussions. Students are responsible for thoroughly reading assigned material prior to class. Keep in mind the major objective and focus of studying the assigned reading material is to synthesize the concepts and principles of National and International Security Studies. The following questions will be the focal point of the class discussion and should be used as a guide to assist each student in reading assignment analysis:

1.   What is the author’s main points?

2.   What are the key arguments?

3.   What evidence is provided to support the arguments?

4.   What are the author’s conclusions?

5.   What is your evaluation of the material?  How compelling or convincing do you find it?  What are the strengths and weaknesses?

6.   What are the consequences and implications of the material?

Note: The assigned textbooks for this course have been meticulously selected by the professor. In the professor’s judgment, the information in the book is extremely valuable for any student who is planning a career in the field of National and International Security. Therefore, the professor strongly encourages every student to carefully study the assigned course book for their own professional development. 

11. Final Examination: 

The purpose and objective of the course final examination is to assist in the assessment of student mastery in performance. This student evaluation is based on the material from the readings, lectures, and class discussions. Blue Books are required for the final exam. Specific details about the final examination will be addressed in class.  

12. Writing Assignments for the Course:  

A significant number of writing assignments are presented to the students. “Writing, in fact, is the most disciplined form of thinking. It allows us to be precise, to stand back and examine what we have thought to see what our words really mean, to see if they stand up to own critical eye, make sense, and will be understood by someone else.” (Murray, 2003)  Indeed, the writing assignments of this course will assist students to formulate structure, organize and articulate arguments relative to major issues of Cyber Security.  
13. Course Requirements: 

Course attendance is required. Students are expected to attend designated class meetings and will not be allowed to make up grades unless approved by the professor. Students are responsible for all their academic obligations. Unexcused missed tests or late submissions of assignments are not accepted without prior approval. The professor will distribute a Course Matrix, which provides a detailed schedule of the course requirements, including the exact dates for the course activities and assignments. This Course Matrix will be the master schedule for all course events and assignments and will be updated and adjusted as required during the semester. 
14. Article Assessment:  

Research, analyze and evaluate an article relative to Cyber Security. Sources for the article may be scholarly, academic or professional journals. Sources for the article may be scholarly, academic or professional journals. This assessment normally need not be more than two - three pages. Essentially, the assessment will consist of 1) one page of a summary and synthesis of the article, and 2) one or two pages of your assessment (your opinion, critique, evaluation, and appraisal) of the author’s article. The topic may be one that is related to your issue topic research paper, or may be a topic related to an issue in which you are interested in for a future profession.  The article must be cleared by the professor at least three weeks before the due date to insure acceptability and prevent duplication of the articles and topics by other students; each student will provide a copy of the article to the professor for approval three weeks before the due date. The Article Assessment due date and presentation date is TDA. Students are expected to turn in the written assessment, one copy of the article, and the grading sheet.  Students will present a brief summary of the assessment to the class. This verbal report should summarize the article assessment. Please type your name, e-mail and phone number on the front sheet. Students will provide to the professor the final paperwork before the student delivers their presentations to the class. See associated grading and sign-up sheets.          

15. Global View Assessments:


Write a one page assessment of a selected topic in the assigned format. The topic must be related to National and International Security and approved by the professor before the article is written. Additional instructions will be provided in class. The assessments may be submitted to and published in the Global View Assessments. Students will present a brief summary of their work to the class. On the due date, students will provide a copy of their work to each of the other students in the class. See the Global View Assessments homepage: http://globalviewassessments.com/ 

16. Homeland Security Highlights:

Write a one page assessment of a selected topic in the assigned format. The topic must be related to National and International Security and approved by the professor before the article is written. Additional instructions will be provided in class.  The assessments may be submitted to and published in the Homeland Security Highlights. Students will present a brief summary of their work to the class. On the due date, students will provide a copy of their work to each of the other students in the class. See the Homeland Security Highlights homepage. http://homelandsecurityhighlights.com/
17. Issue Topic Paper: 

Research, analyze and evaluate an Issue Topic relative to Cyber Security. The focus of the assessment should be centered on the implications and ramifications for a given National and International Security topic. This assignment allows you to evaluate a specific Issue related to the topic of National and International Security, and is not a typical ‘term paper’. Sources for the Issue Topic report will include academic and professional sources such as books, journals, and the like. The topic may be one that is related to an issue in which you are interested in for a future profession. This Issue Topic report should normally be about 10 – 12 pages (about 3,000 words). The Issue Topic should be approved / cleared by the professor to insure acceptability and prevent duplication of the topics. Students will provide a well-developed outline of the research paper to the professor before mid-term. Important elements to be addressed include 1) the consequences and implications of your Issue Topic, and 2) your recommendations and prescriptive policy suggestions for the issue topic. Students are required to develop a comprehensive, fully-developed outline, which will assist in the structuring of the material, as well as, help with the research and writing the Issue Topic paper; this outline is due to the professor before the semester midterm. These Issue Topic papers are due on the last week of class. Each student will present a brief summary of the report to the class. This verbal report should summarize the Issues Topic paper. Please type your name, e-mail and phone number on the front sheet. Students will provide to the professor the final paperwork before the student delivers their presentations to the class. See associated grading and sign-up sheets. 

18. Writing Assignments / Schedule: 

The writing assignments and the tentative scheduled due dates are as follows:

Writing Assignment






Tentative Due Date

Article Assessment 






Week Four 



Global View Assessment





Week Eight 

Strategic Intelligence Analysis





Week Twelve  

Issue Topic Assessment 





Week Sixteen

Note: The course schedule and the due dates for the Writing Assignments are subject to change as necessary. The professor will distribute a Course Matrix, which provides a detailed schedule of the course requirements, including the exact dates for the course activities and assignments. This Course Matrix will be the master schedule for all course events and assignments and will be updated and adjusted as required during the semester. 
19. Instructional Approach: 

This course introduces the concept, framework and applications of Cyber Security. The philosophy of the course entails a curriculum and instruction methodology, which treats the content with a theoretical to practical approach. The course analyzes the relevant historical background and current major issues. The focus of the course will center on Cyber Security. After an introduction to basic principles, the course traces the development of the Cyber Security, including projections for future challenges, issues and concerns. The course identifies primary principles underlining Cyber Security and emphasizes a variety of related issues. Fundamental terms and maxims are identified, thus providing students with a common background, vocabulary, and conceptual knowledge. Moreover, the course develops a framework for thinking about various aspects of Cyber Security, and examines the various factors influencing Cyber Security. Again, the course emphasizes the theory and practice of understanding Cyber Security. Finally, several themes run through the course curriculum: 1) the nature of the Cyber Security within a spectrum of National, International and Homeland Security issues, and 2) mastering the theoretical and actual framework of Cyber Security. The intention of this course and the other related courses is to prepare serious, aspiring professionals pursuing careers in the National and International Security field.   

20. Criteria for National and International Security Writing Assignments:
1.
Craft a well-developed outline: it will assist you with your research and writing.

2.
Use well-structured and carefully focused paragraphs to organize the paper.  

3.
Strengthen your thesis up front and at back; include summary and implications in your conclusion. The paper should be a substantial research assessment that addresses policy and operational implications and recommendations. Yes, this is the difficult part.

4.
Write in third person using an academic or scholarly tone. Do not use first- or second-person pronouns (“I” or “you”). Triple check. 

5.
Never turn in the same paper for more than one class.

6.
Do not plagiarize! Make sure that all work in your paper is your own or properly cited.

7.
To reiterate, cite any idea that is not your own. This must be clear. Check your paper.

8.
To reiterate, referencing sources is very important and cannot be overemphasized. Err on the side of over-citing. 

9.
All works cited in your paper must go in the reference list. All sources in the reference page must be used in the paper. 

10.
When you paraphrase, you need a citation but no quotation marks; when you copy words directly, you need both quotation marks and a citation. 

11.
When you use a direct quote, always include the page number.

12.
Do not use your textbook as a source for your paper.

13.
Do not use Wikipedia as a source for your paper.

14.
Your paper should conform to the Chicago Writing, American Political Science Association, or the American Psychological Association Style Guides.

15.
Use Times New Roman 12 point font. 

16.
Use 1 inch margins.

17.
Use double spaced lines.

18.
Number your pages.

19.
Check all grammar and spelling multiple times, and have others review and edit your paper.

20.
Take your paper to the Writing Center, located in the Wiggins Library. The Writing Center has readers to help edit your work for grammar, citation and content.

21. 
Failure to use these guidelines will result in point deductions from your paper.

21. Professional Writing Style:
For the Article Assessment, and Global View Assessment, your written assessment should include two key elements: 

1) forecast, predict, estimate, project and / or calculate the situation,

2) advocate, propose, suggest, recommend, and / or prescribe solutions to the problem.

Therefore, for the first element, ‘forecast’, your sentence(s) could start with something like,

· ‘The situation is likely to …’

· ‘The situation is expected to …’

· ‘We expect …’

· ‘It is anticipated that ….’

For the second element, ‘policy suggestions’, your sentence (s) could start with something like, 

· ‘The United States / International Community will need to do … to insure that the situation …’

· ‘In order for …. , the United States / International Community will need to do …’

· ‘ …. will need to be done to insure that …’

The Strategic Intelligence Analysis assessment does include the forecast or projection component, but does not include the second item of ‘policy recommendations’.

Additionally, the tone of the writing is very important. Write in an academic, scholarly, professional, clinical tone. Do not write a partisan or “political hack” paper.  

22. Electronic Devices and Recording:  

The use of electronic devices (including computers and cell phones) is prohibited from the classroom. Research suggests “that taking notes by hand is better than taking notes on a laptop for remembering conceptual information over the long term.” See below link.  

http://www.psychologicalscience.org/index.php/news/releases/take-notes-by-hand-for-better-long-term-comprehension.html
Additionally, since electronic equipment may be a distraction to the user and other students, they must be turned off while in the classroom. Moreover, any and all types of electronic recording are prohibited during class sessions, including guest speakers. Exceptions to these polices may only be granted by the professor.      

23. Notes:

The class schedule, syllabus and topics are subject to change as the course progresses. This course focuses on current and strategic, and therefore evolving Cyber Security events. In order to cover these emerging topics and issues, the course may adjust as necessary to address these changing current events. Additionally, to a certain degree, the course content may adjust to accommodate certain interests of the students. Generally, the second half of the semester is less structured and less rigid than the first half, in order to accommodate these current events, and various student interests. Moreover, guest speakers, exercises, films, and other learning activities usually occur in the second half of the term, which also may affect the schedule. As the course progresses, the curriculum and instruction becomes more interactive, requiring more student participation, involvement, and engagement. Therefore, students are required to be professional, mature, and adaptable, and therefore, adjust as needed to this flexible learning approach. The professor reserves to right to make changes to the syllabus, including project due dates and test dates, when unforeseen circumstances occur. These changes will be announced as early as possible so that students can adjust their schedules. The course professor intends to schedule one or two student research days, so the students can conduct research on their course written assignments. The specific details of these research days will be discussed in class. The professor will distribute a Course Matrix, which provides a detailed schedule of the course requirements, including the exact dates for the course activities and assignments. This Course Matrix will be the master schedule for all course events and assignments and will be updated and adjusted as required during the semester. 
All course material will be used for instructional purposes of this class only and use of this instructional material is expressly limited to this Course. The curriculum material for this course is intellectual property and its use in any form or fashion other than for the specific, designated course is strictly prohibited. Exceptions to this policy may only be granted by the course professor. 
Course Outline / Reading Schedule:

Week / Date

Readings 

One / 5 Jan

Introductions

Two / 12 Jan

Administrative Details  
Three / 19 Jan

Singer and Friedman, pgs 1 - 11

Four / 26 Jan

Singer and Friedman, pgs 12 - 38

Five / 2 Feb

Singer and Friedman, pgs 39 - 66  
Six / 9 Feb

Singer and Friedman, pgs 67 - 90

Seven / 16 Feb

Singer and Friedman, pgs 91 - 121

Eight / 23 Feb

Singer and Friedman, pgs 122 - 143
Nine / 2 Mar
Singer and Friedman, pgs 144 - 165
Ten / 9 Mar
Spring Break  

Eleven / 16 Mar

Singer and Friedman, pgs 166 - 184
Twelve / 23 Mar
Singer and Friedman, pgs 185 - 210

 

Thirteen / 30 Mar
Singer and Friedman, pgs 211 - 227
Fourteen / 6 Apr 
Singer and Friedman, pgs 228 - 246


 

Fifteen / 13 Apr

Singer and Friedman, pgs 247 - 301
Sixteen / 20 Apr
Summary   

Seventeen / 27 Apr
Final Examination
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